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WEBROOT

Platte River Networks Proactively
Protects Clients & Reduces IT Costs
with Webroot

BACKGROUND

Platte River Networks (PRN) is a technology consulting firm based in Denver, Colorado, with clients located
both nationally and across the Front Range. Rather than looking to address individual computing snags, PRN
uses its proprietary Intuition technology to take a 24x7, proactive approach when assessing and managing its
customers’ environments. Intuition allows PRN to be everywhere simultaneously with both onsite and remote

monitring capabites. PLATTERIVER

networks

THE CHALLENGE

Having previously worked together at a national MSP with a high churn rate for both employees and customers, AT A GLANCE
the two founders of Platte River Networks (PRN) resolved that their company would do things differently. PRN Vertical » Managed Service Provider
was established with the core principle that its employees should always be treated as valued contributors to Vice President, Operations » Sam Hickler

the company’s success. As a result, PRN attracts and retains highly-qualified professionals (its first employee,
hired 10 years ago, is still with the company) crucial to providing superior products for its customers.

Headquarters » Denver, CO

Number of Customers » 300
In addition, PRN actively evaluates and critiques the merits of its various vendor solutions. “We look at

everything from business continuity and disaster recovery to spam filtering and email archiving to antivirus...the

Number of Employees » 32
Revenue Growth Last 12 Months » 25%

whole landscape,” explains Sam Hickler, vice president of operations. ) .
Website » www.platteriver.com

“IWe ask ourselves, ‘We've been using this for a little while. Is it still best-
of-breed? Is it working for our customers? Is it working for us? How much
time are we spending on fixing it, deploying it, or redeploying it?"”

Sam Hickler, Vice President of Operations, Platte River Networks

A wave of CryptoLocker ransomware infections hastened PRN’s re-gvaluation of its antivirus solution. “I'd never
seen anything like CryptoLocker before, and I'd seen a lot,” grimaces Hickler. “I'd seen malware, seen stuff that

would gum up machines... Over the years | had come across a lot of damaging stuff, but I'd never encountered
anything that was as invasive and crippling as Crypto.
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“A Crypto infection happens once, you think it’s an anomaly... but when it happens
twice, you start to wonder why the protections you have in place are not keeping up
with an obvious threat. We knew we couldn’t just sit tight. Our clients were paying too
much money, feeling too much pain. We needed to make sure we were presenting the
best solution, the best tools, to make sure that this didn't happen again. That's where
our conversation with Webroot was unlike any other conversation we were having with
an antivirus vendor. Webroot had a different way to approach endpoint protection. And
that really rang true with me; this idea that maybe everybody else is not doing it the
way we should be doing it,” Hickler explained.

THE SOLUTION

Hickler cites two key factors that led PRN to replace its previous antivirus solution
with Webroot SecureAnywhere® Business Endpoint Protection: “Webroot is

the only antivirus product | know of that enables admins to make really logical
decisions about what kind of things happen on your network. If you're doing
something that’s legitimate, you're able to whitelist it and it’s going to behave the
way it should. But, in the event that something happens that nobody’s ever seen
before, Webroot won't just let it go until it affects something negatively.

“The second thing that influenced us was the fact that Webroot really seemed to
understand managed services,” continues Hickler. “They appeared to know our
community better than a lot of other antivirus vendors have.”

“IWebroot seemed to be the only vendor that really spoke

to the MSP, that was building their solution based on our
feedback. For example, the Webroot portal is great for MSPs
because it’s easy to navigate, easy to use, easy to provision...
there’s one place to go, and only one login.”

Sam Hickler, Vice President of Operations, Platte River Networks

Describing the real-world benefits of Webroot’s centralized management portal,
Hickler offers this example: “Decisions can be made globally across all of the
endpoints that you control, across all of your different customers. Say you have
numerous clients in the legal segment, and lots of them use the same document
management system. Webroot may think something about the way the document
management system archives or ingests files into the system is a bit suspicious, it
resembles the behavior of malicious software even though the activity is OK.

“Webroot lets you whitelist that activity across all of your legal clients. Then when
you bring a new legal segment client onboard, or just add a new endpoint for an
existing client, the whitelisted activity of that document management system runs
without a hitch for all of the endpoints across all of your clients. You only need to
identify an activity and whitelist it once, and then you've ensured it will behave the
way you want it to for all of your clients. It's a huge time-saver for us.”

About Webroot

The Webroot centralized management portal also eases routine administrative
tasks compared with other antivirus solutions, notes Hickler: “With the other
antivirus vendors I've dealt with, they might have an MSP portal too, but for
licensing, provisioning and management you've got to go to a different portal. So
maybe you have to toggle between the portals, sometimes they don't sync up...it's
clunky because it wasn't built from the ground up like Webroot was...it's just bolted
on, and that was really frustrating to my techs.”

RESULTS

Hickler was immediately struck by the fast deployment of Webroot: “Because Webroot
is light, easy and small, the installation time only takes a few minutes... definitely
faster per device than most antivirus solutions. Multiply that over 2,000 end points
and the time savings add up very quickly.”

But it is the superior protection Webroot offers that Hickler considers the most
compelling factor when weighing the total cost of ownership of an endpoint
protection solution: “When | consider installing an antivirus product, my main
question is, ‘Do | think this client will be more protected than a client using another
antivirus product, one that might let an infection get through? How much time would
| save if | didn't have that infection?’ To me, that’s the most important question.

“With our old antivirus solution, we had a 25-desktop environment become infected,”
Hickler recalls. “We had to have four or five techs working from six in the evening until
midnight or one o'clock in the morning to clean up that site... doing restores and the
whole thing... so the equipment could be ready for work the next day. And that’s just one
instance in a small office... what is that, 25 or 30 hours of our technicians’ time? It's a
few bucks for the client, too. We just don't have those sorts of problems anymore since
we switched to Webroot.”

Webroot's customer support also impresses Hickler: “One of our legacy clients was
using another antivirus solution and had something on their network that was just
nasty. We went in there post-infection, rolled out Webroot and tried to stem the
bleeding...clean things up...but we still couldn’t quite get it to stop re-infecting. The
Webroot team worked directly with ours to develop unique tools for us to clean that
infection while we worked to migrate the client off to new equipment. That had been
part of our plan anyways, it just got pushed forward a little bit faster!

“That was a huge deal for our techs, to work with a vendor like Webroot that stepped
up and said, ‘We haven't seen this, and yeah, we're not getting all of it, but let's start
to get you some tools to help you do that.’ They collaborated directly with us to help
get that stuff removed,” marvels Hickler. “Very cool!”

Webroot is bringing the power of cloud-based software-as-a-service (Saa$) to Internet security with its suite of Webroot SecureAnywhere® offerings for consumers and businesses, as well as offering its security intelligence

solutions to cybersecurity organizations. Founded in 1997 and headquartered in Colorado, Webroot is the largest privately held Internet security organization based in the United States — operating globally across North
America, Europe and the Asia Pacific region. For more information on our products, services and security visit: webroot.com, the Webroot Blog: webroot.com/blog or Webroot on Twitter: twitter.com/webroot.
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